Nudopmanmonnas namMsaTrka I O00y4YarwIIUXcsd s

pasMeleHus1 Ha 0PUIMAJILHBIX HHTEPHET-pecypcax

C KaxIbIM TOJOM MOJIOJCKH B MHTEPHETE CTAHOBHUTCS OOJBINE, a IIKOJIbLHUKHU
OJIHM W3 CaMbIX aKTHUBHBIX IOJb30Baresie PyHera. Mexay TeMm, NOMHUMO
OTPOMHOTO KOJHMYECTBA BO3MOXKHOCTEH, HMHTEPHET HECET U MpoOsieMbl. ITa
IaMsITKa JOJKHA IIOMOYb TeOe Oe30IMacHO HaXOAUThCS B CETH.

KoMnblOTEpHbIE BUPYCHI

KoMmIploTepHBIM BUPYC - O3TO Pa3HOBUIHOCTh KOMIIBIOTEPHBIX MPOTpaMM,
OTIIMYUTEIBHON OCOOEHHOCThIO KOTOPOM SIBJSIETCSL CLIOCOOHOCTh K Pa3MHOKEHHUIO.
B nomnonHeHue Kk 3TOMy, BUPYChl MOTYT NMOBPEAUTH WJIU MOTHOCTHIO YHUUTOXUTh
Bce (Gailibl M JaHHBIC, MOJKOHTPOJIbHBIE MOJB30BATEN0, OT MMEHU KOTOPOTO
ObUTazamylleHa 3apakKe€HHash MporpaMma, a Takke TMOBPEAUTh WA Jaxe
YHUYTOXUTH OMNEPAIlMOHHYI0 CHUCTEMy cO BcemH (¢aimamMmu B 1ejloM. B
OOJBIIMHCTBE CIIy4YaeB PaCHpPOCTPAHSIIOTCS BUPYCHI YEPE3 UHTEPHET.

MeToab! 3alIIUTHI OT BPEIOHOCHBIX MPOrpaMMm:

1. Ncnonb3yili COBpEMEHHBIE OIEPAIIMOHHBIE CHUCTEMBI, HUMEIOIIUE CEPhE3HbIN
YPOBEHB 3aIIUThI OT BPEIOHOCHBIX MPOTPAMM;

2. TloctosHHO ycTaHaBnuBail madtd (UUQPPOBBIE  3aIUIATKH, KOTOPbIE
ABTOMATHUYECKH YCTAHABJIMBAIOTCA C IEJbI0 JOPAOOTKHM MPOTpaMMbl) U APYTHE
OOHOBJICHHSI CBOEH omnepalMoOHHOW cuctembl. CkauumBaili UX TOJBKO C
opurmanpHoro  caiita paszpaborumka OC. Ecnum  cymectByeT — pexum
aBTOMATHYECKOT0 OOHOBJICHUS, BKJIIOUHU €TO0;

3. Pabortali Ha CcBOeM KOMIBIOTEpE TIOJ TMpaBamMu TMOJb30BaTENsA, a He
aIMUHUCTpATOpa. IJTO HE TMO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX TMPOrPaMM
WHCTAJJTUPOBATHCS HA TBOEM MEPCOHATBLHOM KOMITBIOTEPE;

4. Hcnonb3yil  aHTUBHUPYCHBIE  MPOTPAMMHBIE  TMPOAYKTHI  HM3BECTHBIX
IIPOU3BOJIUTEIICH, C aBTOMATHICCKUM OOHOBIICHHEM 0a3;

5. Orpannub pU3NYECKUN JOCTYI K KOMIIBIOTEPY ISl IOCTOPOHHUX JIULL;



6. Ucnonp3yil BHEUIHUE HOCHUTENM WH(MOpMAIMKU, Takue Kak (Ielika, AUCK WIH
Gbaiin U3 uHTEpHETa, TOJIBKO U3 TPOBEPEHHBIX UCTOYHUKOB;

7. He oOTKpbIBaili KOMIBIOTEpHbIE (DalJIbl, TOJYYEHHBIE M3 HEHAJECKHBIX
UCTOYHUKOB. Jlaxke Te (paitpl, KOTOpHIEe MpUCTaT TBOK 3HAKOMBIH. Jlydille yTouHu

y HEro, OTIPaBJIsUl JIU OH TeOe HuX.

Ceru WI-FI

Wi-Fi - 310 He BHMI mepeaaud JaHHBIX, HE TEXHOJOTHs, a BCEro JIUIIb OpEH],
mapka. Eme B 1991 rony Huaepianjckass KOMIAHUSI 3aperUCTpUpoBana OpeH[I
"WECA", uro o6o3Havyasio cnoBocouetanue "Wireless Fidelity", xoTopsiii
nepeBoaAuTCs Kak "OecrpoBoiHast TOYHOCTR". [lo Halero BpeMeHu Jouuia apyras
ab0peBuaTypa, KOTOpasi SIBISETCS TaKoW e TexHoJiorued. DTo abOpeBuarypa
"Wi-Fi". Takoe Ha3BaHHe ObLIO JaHO C HAMEKOM Ha CTaHAAPT BBICIICH 3BYKOBOM
texuuku Hi-Fi, yTo B mepeBose o3HayaeT "BbICOKas TOUHOCTH'". [la, OecruiaTHBIN
WHTEPHET-IOCTYIT B Kade, OTENIX ¢ ad’poropTrax SBISICTCS  OTIMYHOMN
BO3MOXKHOCTBIO BBIXOJa B HMHTepHET. Ho MHOrme »sKCmepTbhl CUMTAIOT, YTO
obmenoctynusie Wi-Fi cetu He SIBISIIOTCS O€3011aCHBIMH.

CoBeTbl 110 0€30MACHOCTH PadOTHI B 001IETOCTYMHBIX ceTax Wi-fi:

1. He nepenanaii cBoro inuHyro nHpopMaiuio yepes obdmenoctynusie Wi-Fi ceru.
PabGoTas B HUX, KellaTeIbHO HE BBOIUTH MAPOJU JOCTYIA, JOTHHBI M KaKHE-TO
HOMEDA;

2. Ucnionp3yit 1 OOHOBIISI aHTUBUPYCHBIE MPOrpaMMbl U OpanaMayep. TeM caMbIM
ThI 00€30MacuIITb ce0s OT 3aKaYKW BUpPYycCa Ha TBOE YCTPONCTBO;

3. Ilpu ucnons3oBanuu Wi-Fi otkimtoun Qynkiuio "OOummit qoctymn Kk (aitnam u
npuHTepam". JlaHHas (QyHKIOHMS 3aKpbiTa O YMOJYAHHIO, OJHAKO HEKOTOPHIE
MOJIB30BATENIM aKTUBHUPYIOT €€ JJIA y00CTBa UCTIOJIb30BaHUs B paboTe MiH yueoe;
4. He ucnones3yii nyonuunsiidi WI-FI nia nepenauu JTUYHBIX TaHHBIX, HAIpUMEP
JUTSL BBIXOJIa B COIMAIbHBIC CETH WJTU B DJICKTPOHHYIO TIOUTY;

5. Wcnonw3yi Tosbko 3amuineHHoe coeanHenue uepe3 HTTPS, a ne HTTP, T.e.

npu Habope BeO-azipeca BBOAM UMEHHO "https://";



6. B moOunbHOM Tenedone otkimoun ¢yakiuio "Tloakiarouenne k  Wi-Fi
aBTomatndecku'". He momyckaii aBTOMaTH4ecKOro IMOAKIIOYCHUS YCTPOMCTBA K
cetsim Wi-Fi 6e3 TBoero coriacus.

ConnajbHbIe CeTH

ComuanpHble CeTH aKTUBHO BXOJSAT B HAlly *XH3Hb, MHOTHE JIIOAM pabOTaIOT U
KHUBYT TaM MOCTOSIHHO, a B Facebook yxke 3apernctpupoBan MUILTHAp] YEIOBEK,
YTO SBJISETCA OAHOM CEIbMOM BCEX JKUTENEH IUIaHeThl. MHOTHE MOJIb30BATENINA HE
MOHMMAIOT, YTO HH(OpMaLMs, pa3MelIeHHAass UMH B COLIMAJIBHBIX CETSIX, MOKET
ObITh HalilecHa M HCIOJIb30BaHA KEM YIOJHO, B TOM 4YHCIE HE 00s3aTENbHO C
OJIaruMu HaMEPEHUSIMU.

OcHOBHBIE COBETHI N0 0€30IIACHOCTH B COIHAJIBHBIX CETAX:

1. Orpannyb cucoK Apy3eil. Y TeOs B ApY3bsSX HE JIOJDKHO OBITh CIy4YalHBIX U
HE3HAKOMBIX JIFOJICH;

2. 3ammiiail cBOWO 4acTHYIO *ku3Hb. He ykaswiBail maposiu, TenedoHbl, aapeca,
JaTy TBOETO POXACHUS M JAPYTYIO JUYHYI0 HHQOpMANUIO. 3JI0yMBIIUICHHUKA
MOTYT HCIIOJIb30BaTh Jake MH(GOPMAIMI0 O TOM, KaK Tbl U TBOU POJUTEIU
IJIAHUPYETE MPOBECTU KAHUKYJIbI;

3. 3amuinai CBOIO pernyTalyio - JASPKH €€ B YUCTOTE M 3ajaBail cebe BOIpOC:
xoTen Obl Thl, YTOOBI JPYrH€ TMOJb30BATEIM BHIEIW, YTO Thl 3arpyskaeub?
[Tomxymaii, mpesxJie 4emM 4To-TO OMyOJUKOBATh, HAMIMCATDH U 3arPy3UTh;

4. Ecmm TBI TOBOpHIIB C JIOJBMH, KOTOPBIX HE 3HAClb, HE HCIIOJIb3YH CBOE
peasibHOEe UMs U APYTYIO JUYHYIO UH(OpPMALUU: UMsI, MECTO KUTEJIbCTBA, MECTO
y4eObl U TIpoyee;

5. Wzberaii pasmemienusi ¢dororpaduit B MHTEepHETE, Tle Thl H300paKEH Ha
MECTHOCTH, 110 KOTOPOI MOKHO OIPEAEIUTHh TBOE MECTOIIOJIOKEHHE;

6. Ilpu perucrtpauuu B COLMAJIBHON CETH HEOOXOIUMO HMCIOJIB30BAaTh CIOXHBIE
NapoJIiv, COCTOSIIME U3 OYKB U IU(P U C KOJIMYECTBOM 3HAKOB HE MEHee &;

7. Ang couuanbHON CETH, MOYTHI M APYTUX CAalTOB HEOOXOIMMO HCHOJIb30BaTh
pazHble maponu. Torga ecid TeOs B3JIOMAIOT, TO 3JIOYMBIIUIEHHUKHA MOJIy4ar

JIOCTYT TOJIBKO K OJTHOMY MECTY, & HE BO BCE Cpasy.



DJICKTPOHHLIE JeHbLI'H

ONeKTpOHHBbIE JEHBIM - OTO OYEHb YAOOHBIM CHOCOO IUIaTeXed, OJHAKO
CYILLIECTBYIOT MOIICHHUKH, KOTOPBIE XOTST MOJYYUTh 3TH JEHBIH. DIIEKTPOHHBIE
JIEHbI'M TOSBWJIMCh COBCEM HEJABHO M UMEHHO H3-32 3TOr0 BO MHOTHX
rocyJapcrBax J0 CHUX IOp HE MPOMKMCAHO MpOo HUX B 3akoHax.B Poccum xe oHwu
(GYHKIIMOHUPYIOT M O HHUX YK€ MPOMUCAHO B 3aKOHE, TNl UX pa3lesaioT Ha
HECKOJIbKO BUJIOB - aHOHUMHbBIC U HE aHOHUMHbBIE. Pa3HuIia B TOM, YTO aHOHUMHBIE
- 3TO T€, B KOTOPBIX pa3peliaeTcss MPOBOJAUTH OIepanuu 0e3 UIACHTHU(PHUKAIIH
MOJIb30BATENsl, a4 B HEAHOHHUMHBIX UACHTU(UKAIMS TI0JIb30BATENS SBISETCS
oOs3aTenbHOU. Takxke cieayer pa3audarh JIEKTPOHHbIE (PUATHBIE JEHBI'H (PaBHBI
rOCYJIapCTBEHHBIM BaJIIOTaM) U DJICKTPOHHBbIE He(dUATHBIE ACHBIM (HE PaBHBI
roCyJapCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI 10 0e30NacHO# padoTe ¢ JIEKTPOHHBIMHU ICHbIAMU:

1. IIpuBsku K cueTy MOOWIBHBIA TenePoH. DTO camblid yJIOOHBIA M OBICTPBIN
crioco0 BOCCTAaHOBUTH JOCTYN K cdery. llpuBsi3aHHBIA TenepoH MOMOXKET, €CIH
3a0yJelib CBOM IUIATEXXHBIM Maposib WM 3aiiielllb Ha CalT C HE3HAKOMOTO
YCTPOMCTBA;

2. Hcnone3yii opHopa3zoBeie mnaposu. Ilocne mnepexoga Ha  YCHICHHYIO
aBTOpHU3aLMI0 TeOe yke He OyAeT YrpoKaTh OMACHOCTh KpakKH WM IepexBaTa
MJIATEKHOTO MAPOJIS;

3. BeiOepu cnoxHbIi mapois. [IpectynHukaMm OyieT He MPOCTO yrafaTh CIOMXKHBIN
naposib. HajexxHble maposy - 370 MapoJid, KOTOPbIE COAEPKAT HE MEHEE 8 3HAKOB
U BKJIIOYAIOT B ce0s CTPOYHBICE W MPOMHUCHBIE OYKBBI, IU(PHI U HECKOIHKO
CUMBOJIOB, TaKuM€ KaK 3HaK Jo0Jiiapa, (QyHTa, BOCKJIMIATENbHBIA 3HAK W T.II.
Hanpumep, $tROng!;;

4. He BBOOM CBOM JUYHBIE [AaHHbIE Ha CalWTaX, KOTOPHIM HE JOBEpSCIIb.

DJICKTPOHHAS MOUYTA

QHGKTpOHHaSI modyra - 9TO TCXHOJIOTUA W TMPCAOCTABIIACMBIC CHO YCIYI'M IIO
NEPECHIIKE U MOJYUYCHHUIO 3JICKTPOHHBIX COO6H.I€HPII>1, KOTOPLIC paClIpCACIIAIOTCS B

KOMIBbIOTEpHOH ceTh. OOBIYHO AIEKTPOHHBIM IMOYTOBBIM SITUK  BBITJISIUT



CJIeIyIoIUM 00pa3oM: UMsI_Tob30BaTensi@ums_nomeHa. Takxe Kpome nepenadu
MPOCTOTO TEKCTA, UMEETCS BO3MOXKHOCTh Mepe/laBaTh (Pailiibl.

OcHoOBHBIE COBETHI 110 0€30NACHOH padoTe ¢ ITEKTPOHHO MOYTOH:

1. Hamo BBeIOpaTh IpaBUJIbHBIA MOYTOBBIA CEpBUC. B MHTEpHETE €CTh OrpOMHBII
BBEIOOp OECIUIATHBIX TOYTOBBIX CEPBHCOB, OJHAKO JIy4Ille TOBEPATH TEM, KOTO
3HAEUIb U KTO NIEPBBIM B PEUTHHTIE;

2. He yxka3piBaii B JUYHOW mouTe JUYHYH0 HHGopmaiuioo. Hampumep, myudrne
BbIOpaTh "My3bIKanbHbIN _(panat@" wim "pox2013" Bmecto "temal3";

3. Wcnonb3yil ABYXATAlHYH aBTOPU3ALMI0. JTO KOT/Ia MOMHUMO MApOJsl HYXKHO
BBOJUTH KOJ, MpUChLIaeMblid 0 SMS;

4. BriOepu CIIOKHBIN Mapoib. s Kaka0ro MOYTOBOTO SIIUKA JIOHKEH OBITh CBOM
HAJIC)KHBIM, YCTOMYUBBIN K B3JIOMY I1apOJIb;

5. Ecnu ecTh BO3MOYKHOCTH HAIIUCATh CAMOMY CBOM JIMYHBIM BOIIPOC, UCIIOJIB3YyH
3Ty BO3MOXHOCTb;

6. Mcnosb3yil HECKOJBKO MOYTOBBIX SIIMKOB. [1epBblid 17151 YaCTHON NMEPENMUCKH C
agpecatamy, KOTOPBIM Thl JOBEpSCIIb. JTO JJIECKTPOHHBIA aIpec HE HAI0
WCITOJI30BATh TIPU PErUCTpaliui Ha (GOopyMax u cailTax;

7. He oTkpbIiBail (paityibl U Apyrue BIOKEHUS B MUCbMax, JaXe €CJIM OHU MPUIILIH
OT TBOMX Jipy3ei. Jlydille yTOUHM Yy HUX, OTHPABJISIIIN JIK OHU TeOe 3TU (ailibl;

8. [locne okoH4yaHUsT pabOTHI HA TTOYTOBOM CEPBHCE TEpe] 3aKPHITHEM BKJIAJKHU C
caiiToMm He 3a0yJp HaXXaTh Ha "BeiiiTi".

KuoepOovy/JJIMHT WM BUPTYAJbHOE H31€BATEILCTBO

KubepOyumHT - mpeciieloBaHHE COOOIICHUSMH, COACP)KAIUMH OCKOpPOJICHUS,
arpeccuro, 3alyTuBaHue; XyJUTaHCTBO; COITUAbHOE OOMKOTHPOBAHKE C TIOMOIIIBIO
Pa3TUYHBIX HHTEPHET-CEPBUCOB.

OcHoBHBIE cOBEeTHI 10 00pHOE ¢ KUOEPOYJIITMHIOM:

1. He 6pocaiics B 60ii. JIyuiunii croco0: MocoBETOBaTLCA Kak ce0s BECTH U, €CIIU
HET TOT0, K KOMY MOXHO OOPaTUThCS, TO BHAYAJIE YCIIOKOUThCS. Eciii Thl HauHEIITh
OTBEYATh OCKOPOJIEHUSAMH Ha OCKOPOJIEHHUS, TO TOJBKO eIle OOJIbIIIE Pa30AIKEITh

KOH(DITUKT;



2. Yrpagisi cBoel kubeppenyTaiuei;

3. AHOHUMHOCTH B ceTu MHHMas. CyIleCTBYIOT CIIOCOOBI BBISICHUTD, KTO CTOUT 3a
AHOHMMHBIM aKKayHTOM;

4. He crouT BecTH XyJWUraHCKUW oOpa3 BHUpPTyaJdbHOM JXKHM3HU. VHTepHeT
¢ukcupyeT Bce TBOM JACWUCTBUA M COXPaHAET HMX. YJAIUTh UX OyJeT KpaiiHe
3aTPYIHUTEIIBHO;

5. Cobnronait CBOIO BUPTYAJIbHYIO YECTh CMOJIOAY;

6. Urnopupy#i enuHnuHbld HeratuB. OHOPA30BbIE OCKOPOUTENBHBIE COOOIICHMS
Jqy4llle UTHOpUpoBaTh. OOBIYHO arpeccus IpeKpaniaeTcs Ha HauajabHOW CTaIuu;

7. ban arpeccopa. B mnporpammax oOMEHa MIHOBEHHBIMH COOOILEHUSIMH, B
COLIMAJIBHBIX CETSAX €CTh BO3MOYKHOCTh OJOKHMPOBKM OTHPABKUA COOOILIEHHH C
OIIPENIEIICHHBIX aJPECOB;

8. Ecnu Thl cBugerenb KuOepOyiuHra. TBOM JEHCTBUA: BBICTYIUTh IPOTUB
IpecieaoBaTens, MOKa3aTb €My, YTO €ro JEWCTBUS OLEHUBAIOTCS HEraTUBHO,
HOJIEpKaTh KEPTBY, KOTOPOW HYyKHA ICHXOJIOTMYECKas I[OMOILb, COOOIIMTH
B3pOCJIBIM O (PaKTE€ arpeCCUBHOTO MOBEJICHHUS B CETH.

MoouibHbli Tesaedon CoBpeMeHHbIE cMapT(OHBI U IJIAHIIETH COJEPKAT B ceOe

BIIOJIHE B3pOCJbIA (PYHKIMOHAN, W TENepb OHU MOTYT KOHKYPHUPOBATbH CO
CTallMOHAPHBIMU KOMIIbIOTepaMu. OJHAKO, CPEICTB 3alluThl IS TMOJOOHBIX
YCTPOMCTB IIOKa OYEHb MaJIo. TeCcTUpOBaHHE W TNOMUCK YSI3BUMOCTEM B HHX
MPOMCXOAUT HE TaK WHTEHCHMBHO, kak mig IIK, To xe camoe kacaercsa u
MOOWIBHBIX — TIpuiokeHud. CoBpeMeHHBbIE  MOOWJIBHBIE  Opay3epbl  yxkKe
MPAKTUYECKU JIOTHAJIM HACTOJBHBIE aHAJIOTH, OJIHAKO paciiupeHne (QpyHKImoHaIa
BJIEUET 32 COOOM OOJIBIIYIO CIIOKHOCTh M MEHBIIYIO 3alUIICHHOCTh. Jlameko He
BCEC TMPOUW3BOJUTENIM BBIMYCKAIOT OOHOBJICHUS, 3aKPHIBAIOIINE KPUTHUYCCKUE
YS3BUMOCTH JIJIS CBOUX YCTPOUCTB.

OcHOBHBIE COBETHI /111 0€30IACHOCTH MOOMWIBHOTO Tejie()oHA:

1. Huyero He sBiIseTCS MO-HACTOSIIEMY OecriaTHbIM. Bynb OCTOpOKeH, Beab
Korja tede mpeaiaraloT 0ecIuiaTHhIA KOHTEHT, B HEM MOTYT OBbITh CKPBIThI KaKue-

TO IUIATHBIE YCIIYTH;



2. Jlymaii, ipexe yeM oTapaBuTh SMS, ¢oto wim Bugeo. Thl TOYHO 3HAEHIh, I
OHM OyIyT B KOHEYHOM UTOTE?

3. HeoO6xoammo 0OHOBIIATH OTIEPAITMOHHYIO CHCTEMY TBOETO cMapT(hoHa;

4. Ucnionb3yi aHTUBUPYCHBIE TPOTPAMMBI JJIs1 MOOUITBHBIX TEIE(OHOB;

5. He 3arpyxail mpwIOXKeHUS OT HEU3BECTHOI'O HCTOYHMKA, BEIb OHHU MOTYT
COJZIEpKaTh BPEIOHOCHOE MPOrPaMMHOE 00ECTICUCHHUE;

6. Ilocre Toro kak Thl BBIMJEHIL C caifTa, T/i€ BBOJWI JIMUHYIO WH(MOpMAIIHIO,
3aiiI B HACTPOUMKHM Opay3epa U ynaimu cookies;

7. llepuonnyecku npoBepsAl, Kakue IUIATHbIE YCIYTM aKTHUBHPOBaHbl Ha TBOEM
HOMEDE;

8. [laBaii cBOI1 HOMEp MOOMIBHOTO TeleOHA TOJIBKO JIOSM, KOTOPBIX Thl 3HACIIH
Y KOMY JI0BEpsIClIb;

9. Bluetooth momkxeH OBITH BBIKITIOUEH, KOT/Ia Thl UM HE TIOJb3yelbes. He 3a0piBait
WHOTJIa IPOBEPATH 3TO.

Online urpui

CoBpeMeHHBIC OHJIAWH-UTPHI - 3TO KPAaCOYHBIC, 3aXBATHIBAIOIINE pPa3BICUCHUS,
OOBEAUHSIONINE COTHU THICAY YEJOBEK MO Bcemy Mupy. Wrpoku wuccnemyrot
JAHHBI UM MUp, OOMIAIOTCS APYT C JAPYTrOM, BBHITIOJHSIOT 3aJaHUs, CPAKAIOTCS C
MOHCTPAaMH M TIOJYYaloT OMBIT. 32 YIOBOJBCTBHE OHHU ILIATAT: MOKYIMAIOT JHCK,
OIUIAYMBAIOT a0OHEMEHT WJIHM MPUOOpeTaroT Kakue-to omiuu. Bce 3TH cpencrta
UAYT Ha TOJACp)KaHWE W Pa3BUTHE WUIPHI, a TakKKe Ha caMy OE€30MacHOCTB:
COBEPILIEHCTBYIOTCSI CHUCTEMBI  aBTOPU3AIlMH, BBIMTYCKAIOTCS HOBBIE TATYH
(mudpoBble 3amIaTKU AJis MpOorpamMM), 3aKphIBAIOTCS YSI3BUMOCTH cepBepoB. B
MOTOOHBIX UTPAX CTOUT OTMACAThCS HE CTOJBLKO CBOMX COIEPHUKOB, CKOJIBKO KPaXKu
TBOETO MapoJisi, HA KOTOPOM OCHOBaHa CHCTEMa aBTOPHU3alliU OOJBIIMHCTBA UTP.
OcHoOBHBIE COBETHI 110 H€30MACHOCTH TBOEr0 HTPOBOr0 AKKAYHTA:

1. Ecnu npyroiti urpok BefeT ceOs MIOX0 WM Cco3JaeT Tebe HEMpUSTHOCTH,
3a0JIOKUPYH €r0 B CIIMCKE UTPOKOB;

2. Tloxanyiicss aAMHUHUCTpATOpaM WUIPbl Ha IIJIOXO€ MOBEAEHUE ATOrO0 HWIPOKa,

KEJIATCIBbHO ITPHUIIOKHUTb KaKHUC-TO JOKA3aTCIbCTBA B BUJAC CKPHUHOB,



3. He yka3piBaii tnuHyto uHGOpPMAIIKIO B TIpodaiiie urpsl;

4. YBaxail Ipyrux y4aCTHUKOB IO UIPE;

5. He ycTanaBnuBaii HeopuITMaabHBIC TATIYH U MOJIHI,

6. Mcnosib3yil CIOKHBIE U Pa3HbIE MAPOJIH;

7. Jlasxe BO BpeMsi UTPbI HE CTOUT OTKJIXOYaTh aHTUBHUpYC. [I0oKa Tl urpaems, TBON
KOMIIBIOTEP MOTYT 3apPa3HTh.

OUINMHT WIH KPA’Ka JHYHbIX JJAHHBIX

OOBIYHOM Kpakell JCHET W JOKYMEHTOB CETOMHS YK€ HHUKOTO HE YAWBHIIL, HO C
Pa3BUTHEM MHTEPHET-TEXHOJOTUN 3JI0YMBIIIJIECHHUKN NEPEMECTUIIUCH B UHTEPHET,
U TPOJOJDKAIOT 3aHUMAThea "MroOuMbIM" feioM. Tak mosBWiIach HOBas yrposa:
WHTEPHET-MOLIEHHUYECTBA WM (DUILMHT, TJaBHAs LElIb KOTOPOTO COCTOHUT B
MOJIyYeHUH KOH(UICHIIMATBHBIX JaHHBIX IMOJIb30BATEJICH - JIOTMHOB U IMapOJICH.
Ha anrmmiickom si3bike phishing uutaercs kak ¢umuHr (ot fishing - priOHas
JIOBJIs1, password - TapoJib).

OcHoBHBIE cOBeTHI 10 00pble ¢ PUINMHTOM:

1. Cnenu 3a cBOMM akkayHTOM. Eciid Thl MOJ03peBaclib, YTO TBOSI aHKETa Oblia
B3JIOMaHa, TO HEOOXOJAMMO 3a0JIOKMPOBATh €€ M COOONIUTH aJMUHHUCTPATOpaM
pecypca 00 3TOM Kak MOXHO CKOpEE;

2. Wcnonb3yit Oe3omnacHble BeO-CaliThl, B TOM YHCJIC, UHTEPHET-MAara3uHoB U
MTOMCKOBBIX CUCTEM;

3. Ucnionb3yi CIOKHBIE U pa3Hble Mapoiau. TakuM oOpa3oM, eciii TeOsi B3JIOMAIOT,
TO 3JI0YMBIIUIEHHUKH MOJTy4YaT JOCTYI TOJIBKO K OJJHOMY TBOEMY MPOGUITIO B CETH,
a HE KO BCEM;

4. Ecau t1e0s B31OMaiu, TO HEOOXOAUMO MPEIyNpelnuTh BCEX CBOMX 3HAKOMBIX,
KOTOpbIE JT00aBIEHBI y T€OSI B JIPY3bsAX, O TOM, YTO T€Os B3JIOMaIu M, BO3MOXKHO,
OT TBOETO UMEHH OYyJIE€T PacChUIaThCA ClIaM U CChUIKU Ha (PUIITMHTOBBIE CAThI;

5. YcranoBu Hagexubli napoib (PIN) Ha MoOMIbHBIN TenedoH;

6. OTKIIIOUM COXpaHEHUe MapoJisi B Opaysepe;



7. He oTkphIiBaii (paityibl U Apyrue BIOKEHHUS B MUCbMax, Ja)e €CJIM OHU MPHUIILIH
OT TBOUX Jpy3eil. Jlyulie yTouHH y HUX, OTOPABISUIA JU OHU TeOe 3TH (pailiibl.

Hudposag penyranus

[Mudposas permyTarusi - 3T0 HEraTUBHAS WM MO3UTHUBHAS MHPOpMalUg B CETU O
tebe. Kommpomerupyromas undopmanus, pa3MelieHHas B HHTEPHETE, MOXET
Cepbe3HBIM 00pa3oM OTpa3uThcs Ha TBoeW peanbHOU ku3HH. "Lludposas
penyTanus" - 3T0 TBOW UMUK, KOTOPBIN opMupyercs u3 uHdopmaiuu o Tede B
uHTepHeTe. TBOE MECTO KHUTENbCTBA, yueObl, TBOE (PMHAHCOBOE IOJIOKECHHUE,
O0COOEHHOCTH XapaKTepa M paccKkasbl O OJU3KHUX - BCE 3TO HAKAIJIUBAETCS B CETH.
MHorue mOAPOCTKH JIETKOMBICIEHHO OTHOCATCA K IyOJMKAlUWd JIMYHOU
uH(popmanuu B MHTEpHETE, HE MOHMMAsl BO3MOXKHBIX MOciencTBuil. Thl naxe He
CMOJKeIlIb IorafaTbCsi 0 TOM, 4To ¢ororpadusi, pa3MelleHHas 5 JeT Ha3al, cTaja
IPUYMHOM OTKa3a MPUHATH TeOs Ha pabory. KomMMeHTapuu, pa3MelleHne TBOUX
doTorpaduii u Apyrue 1eUCTBHUS MOTYT HE HCUE3HYTh JIaXkKe IMOCIIE TOT0, KaK Thl UX
yaamuiib. Thl HE 3Haelllb, KTO COXpaHWI 3Ty HH(pOpMaIUIo, Momnaja Jd OHAa B
MIOMCKOBBIE CUCTEMBbI M COXPAaHWIACh JIM OHA, arjlaBHOE: YTO MOAyMaroT O TeOe
OKPY KaIOIIKe JIFOH, KOTOPbIE HAWYT U YBUAAT 3T0. HaliTn mHbopmMaIuo MHOTO
JIET CIYCTSI CMOXET JI000H - KaK M3 A00pbIX NOOYKACHHM, TaK U ¢ HAMEPEHUEM
NPUYUHHUTH BPEZl. ITO MOKET OBITh KTO YTOJHO.

OcHoOBHBIE COBETHI 10 3aUTe NN(POBOM penmyTalNu:

1. TToxymait, mpexae 4eM 4To-TO MyOJIMKOBATh U TiepeaBaTh y ce0s B 0JIore Win B
COIIMAJIbHOM CETH;

2. B HacTpoiikax npo@uiis yCTaHOBU OTPaHUUYEHUSI Ha IPOCMOTP TBOETO Mpodus
U €ro COAEPKUMOTO0, CIAeTal ero TOIbKO "W npy3en”;

3. He pa3memaii u He ykas3bpiBail uHGOPMAIMIO, KOTOpash MOXET KOTO-JTH00
OCKOPOJISTH WJIH OOMXKATh.

ABTOPCKOE MPABO

CoBpeMeHHbIE MIKOJILHUKHU - aKTUBHBIC MOJIH30BaTEIU IIU(POBOTO MPOCTPAHCTBRA.
OnHako JaneKko HE BCE 3HAIOT, YTO MOJIb30BAaHWE MHOTMMHM BO3MOKHOCTSIMH

nmudpoBoro mupa TpeOyeT CoOONOJeHUs TpaB Ha HMHTEIUICKTyaTbHYIO



COOCTBEHHOCTh. TepMHMH "HHTEJUIEKTyallbHasi COOCTBEHHOCTH"' OTHOCHUTCS K
pa3IMYHBIM TBOPEHUSIM YEJIIOBEUECKOIO0 YMa, HauWHAas C HOBBIX M300peTEHUUN U
3HAaKOB, 0003HAYAIOUINX COOCTBEHHOCTh HA MPOJYKTHl M YCIYTH, M 3aKaHUMBas
KHUTraMu, QotorpadusiMu, KUHOPWIbMAMU U MY3bIKAJIbHBIMU MPOU3BEACHUSIMHU.
ABTOpCKHE TMpaBa - 3TO IIpaBa Ha HWHTEIUIEKTYaJbHYI0 COOCTBEHHOCTh Ha
IIPOU3BEICHUS HAYKH, JIUTEPATYypPbl U UCKYCCTBA. ABTOPCKUE NPaBa BHICTYIAIOT B
KauecTBEe TapaHTHH TOTO, YTO HMHTEIUICKTYaJbHBIN/TBOPUECKUI TPYIl aBTOpa HE
OyZeT HampacHbIM, JacT €My CIpaBeMJIMBBIE BO3MOXHOCTH 3apadoTaTrh Ha
pe3yibpTaTax CBOEro TpyJAa, MOJYYUTh W3BECTHOCTh M Tpu3HaHue. Hukro 6e3
paspemieHuss aBTOpa HE  MOXET  BOCHPOHU3BOAMTH €r0  IPOU3BEACHHE,
pacnpocTpaHsaTh, NyOJUYHO JE€MOHCTPUPOBATH, MPOJABATH, WMIIOPTHUPOBATH,
MyCKaTh B MPOKAT, IMyOJMYHO HCIOJIHATH, MMOKA3bIBATH/UCIIONHATL B dUpe WU
pasmemiate B MuTepnere. Hcmonps3oBanume "muparckoro" MporpaMMHOIO
o0ecrieueHus: MOXKET MPUBECTH K MHOTUM PHUCKaM: OT MOTEPU JTaHHBIX K TBOUM
aKKayHTaMm JI0 OJIOKMPOBKH TBOETO YCTpPOICTBA, IJi€ YCTAaHOBJICHA HeJeralibHas
nporpamma. He crouT Takxke 3a0bIBaTh, YTO CYUIECTBYIOT JIETalbHbIE U
OecriaTHbIE MPOrPaMMBbl, KOTOPbIE MOYKHO HANTH B CETH.

O nopraJge

CeteBuuoK.p - TBOU IJIaBHBIM COBETYMK B CETHU. 37I€Ch Thl MOXKEIIb Y3HaThb O
0€30MacHOCTH B CETU TMOHSATHBIM M JIOCTYIHBIM SI3bIKOM, & TIPU BO3HUKHOBEHHUH
KPUTUYECKOM CHUTyallud OOpaTHTHCS 3a COBETOM. A TakXe MPUHATH ydyacTue B

KOHKYpCaX U CTaTh CaMbIM ITU(POBBIM IpaskIaHUHOM !



